Bourton on the Water Primary Academy

Data Protection Policy 2024
This document is a statement of the aims and principles of the Academy, for ensuring the confidentiality of sensitive information relating to staff, pupils, parents and governors. Bourton on the Water Primary Academy complies with the General Data Protection Regulation 2018.

Introduction

Bourton on the Water Primary Academy is allowed to process and store personal information about its pupils, their parents and staff for a number of legal conditions. For instance:

1) Consent - Photos of staff and pupils ,as well as CCTV footage

2) Contract fulfillment - Staff records including pay information and banking details 

3) Legal Obligation -  DBS requirements and the Keeping Children Safe in Education practices

4) To fulfil our public task

5) In the legitimate interests of all those on site

To comply with the law, information is 

1) Processed lawfully

2) Collected for specified reasons

3) Adequately

4) Accurate

5) Kept securely

6) Kept for  limited time

To that end, the Academy acknowledges the following rights of the Data Subjects.

1) Right to be informed about Data processed 

2) Right to have access to that data

3) Right to rectify inaccuracies

4) Right to be forgotten or to erase data

5) Right to restrict with whom data is shared and processed

6) Right to data portability

7) Right to object to data being processed

8) Right to compensation following a breach if that breach causes risk or the freedoms of the individual

Status of this Policy

This policy does not form part of the contract of employment for staff, but it is a condition of employment that employees will abide by the rules and policies made by the Academy from time to time. Any failures to follow the policy can therefore result in disciplinary proceedings.

The Data Controller 

The Academy as a body is the Data Controller under the 2018 regulation. The Academy has identified the Head Teacher to be responsible for Data.

Data Processors 

The school shares Data with a number of agencies who act as Data Processors. Each of these has confirmed its compliance with the GDPR in writing to us. In the main the school share data with the Department for Education, Aspens Catering, Gloucestershire Local Authority. All of these via the Capita SIMS interface.
Data Protection Officer

The school employs a Data protection Officer to audit compliance and to advise on all aspects of data processing and /or storage. The Data Protection officer is the DPO Office.
Responsibilities of Staff

All staff are responsible for:

· Checking that any information that they provide to the Academy in connection with their employment is accurate and up to date.

· Informing the Academy of any changes to information that they have provided, e.g. change of address, either at the time of appointment or subsequently. The Academy cannot be held responsible for any errors unless the staff member has informed the Academy of such changes.

· If and when, as part of their responsibilities, staff collect information about other people (e.g. about a student’s course work, opinions about ability, references to other academic institutions, or details of personal circumstances), they must comply with the guidelines for security as set out in Appendix A.

Data Security

All staff are responsible for ensuring that:

· Any personal information that they process is stored securely. If on an IT system, access to that data must be password controlled. If stored in paper form, the data is locked away.

· Personal information is not disclosed either orally or in writing or via Web pages or by any other means, accidentally or otherwise, to any unauthorised third party. Where this occurs it is considered a data breach

· Staff should note that unauthorised disclosure will usually be a disciplinary matter, and may be considered gross misconduct in some cases

n.b. Personal information should:

· Be kept in a locked filing cabinet, drawer, cupboard or safe; or

· If it is computerised, be coded, encrypted or password protected both on a local hard drive and on a network drive that is regularly backed up; and

· If a copy is kept on any removable storage media it must be encrypted. 

· Passwords should be changed regularly (at least every term) and be 10 string of numbers and letters.

Subject Access Requests

All staff, parents and other users are entitled to:

· Know what information the Academy holds and processes about them or their child and why.

· Know how to gain access to it.

· Know how to keep it up to date.

· Know what the Academy is doing to comply with its obligations under the 2018 GDPR.

Should any data subject require access to their data, they must do so in writing. If they have asked a third party to persue this data, written consent should accompany the request.

On receipt of a SAR, the Academy must supply the data for free and within 1 calendar month. Where requests are made when the school is closed, the Academy may not receive the request until reopening. The calendar month will begin at that time. The DSAR policy is published on line.
Processing Special category Information

Sometimes it is necessary to process information about a person’s health, criminal convictions, trade union membership, political views or race. This data is considered to be special category. Legal reasons for processing this information include the legal conditions but also 

1) Consent

2) Employment Law

3) Vital Interests

4) Data that is already made public by the subject

5) Legal obligation 

6) To fulfil a public task (e.g. Data sharing with other professionals for safeguarding matters)

7) Historical or Statistical purposes

Publication of Academy Information - Privacy Notices

Information relating to Academy staff and pupils (and their parents) will be made available via searchable directories on the public Web site, in order to meet the legitimate needs of researchers, visitors and enquirers seeking to make contact with the Academy.

Retention of Data

The Academy has a duty to retain some staff and student personal data for a period of time following their departure from the Academy.

Staff - 6 years

Pupils - Until they are 25yrs old

E-mails - for upto 3 years

Compliance with the 2018 Regulation is the responsibility of all members of the Academy. Any deliberate breach of the Data Protection Policy may lead to disciplinary action being taken, or even to a criminal prosecution.

Related 

· Privacy Notices (below)

· Social Media Policy

· Confidentiality Statement

· Data Breach Statement – see annex A
· Own Device Statement - (Acceptable Use Policy)

· Working from Home - (Acceptable Use Policy)

· Retention and Destruction Statement

· Audit of Data in prep for GDPR - (see DPO Centre paperwork)

· Risk Assessment  / Impact Assessments - (See DPO Centre paperwork)

Annex A

Data Breach statement
INTRODUCTION

This statement is designed to ensure the Bourton on the Water Primary Academy, its employees, agents and contractors can identify data breaches and meet the requirements of Data Protection Legislation in the handling of a personal data breach (henceforth “personal data breach” or “data breach”). 
Data Protection Legislation means the Data Protection Act 2018 (DPA2018), United Kingdom General Data Protection Regulation  (UK GDPR), the Privacy and Electronic Communications (EC Directive) Regulations 2003 and any legislation implemented in connection with the aforementioned legislation. Where data is processed by a controller or processor established in the European Union or comprises the data of people in the European Union, it also includes the EU General Data Protection Regulation (EU GDPR). This includes any replacement legislation coming into effect from time to time.

A personal data breach is defined within the Data Protection Legislation as “a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed”.  Personal data breaches can include:

· access by an unauthorised third party;

· deliberate or accidental actions by a controller or processor or their employees, agents or contractors;

· human error affected personal data

· sending personal data to an unauthorised recipient;

· network intrusions

· loss or theft of confidential or sensitive data or equipment on which such data is stored (e.g. loss of laptop, USB stick, iPad / tablet device, or paper record); 

· alteration of personal data without permission; 

· loss of availability of personal data

The notification requirements associated with data breaches rest on the level of risk to the rights and freedoms of data subjects arising from the breach. Unless a personal data breach is unlikely to result in a risk to the rights and freedoms of the concerned data subjects, it is to be reported to the ICO or relevant supervisory authority. Where such data breaches are likely to result in a high risk to the rights and freedoms of the concerned data subjects, the affected data subjects are to be informed in addition to the supervisory authority.

The Data Protection Legislation further stipulates that where notification to the supervisory authority is required, this should take place within 72 hours of the controller becoming aware of the personal data breach. In the case of breaches which pose a high risk to data subjects, the additional requirement to notify data subjects must be done as soon as possible and without undue delay. 

In light of these requirements, this policy focuses on the responsibilities of all employees, agents and contractors associated with BOTW Primary Academy in internally reporting breaches and the external notification requirements.

DEFINITION OF TERMS USED WITHIN THIS POLICY

a. Any reference to “Article” or “Articles” is a reference to an Article or Articles of the “EU GDPR” the DPA 2018 and the UK GDPR, 
b. The terms ‘personal data’, ‘data subject’, ‘processing’, ‘pseudonymisation’, ‘controller’, ‘processor’, ‘recipient’, ‘third party’, ‘consent’, ‘personal data breach’, have the meanings set out in Article 4 of the GDPR.

c. “Security incident” means an incident in which the security of personal data may have been compromised but no risk is identified in respect of the rights and freedoms of data subjects. Security incident in the context of this policy may also be used to define an event or action which may compromise the confidentiality, integrity or availability of systems or data, where such event or action does not presently amount to a reportable data breach.

Breach detection and reporting

A personal data breach or security incident may be detected by any individual who accesses or interacts with systems, records and information belonging to or in the possession of the Academy. As such, all employees, agent, contractors and processors of the Academy are responsible for reporting any suspected or actual security incident or data breach.

All security incidents and data breaches, suspected or actual must be reported immediately upon detection. This includes any incidents or data breaches detected outside normal working hours.

When reporting a security incident or personal data breach, suspected or actual, the reporter is obliged to disclose all information within their knowledge using the Breach Report Form annexed to this Policy (Annex 1).

Employees, agents and contractors of the Academy must report all incidents, including those resulting from human error and those with unidentified or unknown affected data subjects as soon as detected.

Breach investigation

The Academy aims to complete a preliminary investigation of all reported incidents without undue delay. The Academy further aims to establish its awareness of a personal data breach within the first 24 hours of internal detection. Awareness can be established once it is determined that the reported security incident involves personal data which may be compromised as a result of the security incident. From this point, there are 72 hours within which to identify whether there is a risk to the concerned data subjects and where there is a risk, notification to the supervisory authority should take place.
During the initial investigation, theAcademy aims to establish the following:

· The facts of the security incident

· The data or records concerned

· The value and sensitivity of the data or records concerned

· The type of breach suspected (confidentiality, availability, integrity)

· The number and identity of affected data subjects

· The likely consequences of the breach

· The measures required to contain the impact of the breach

Notification to the supervisory authority

All personal data breaches which pose a risk to the rights and freedoms of data subjects will be reported to the Information Commission’s Office (ICO). The Academy with support from the DPO Centre (its GDPR advice body) aims to ensure all such notifications are made within 72 hours of becoming aware of the personal data breach.

All notifications to the ICO must be made with the authorisation of an executive employee of the Academy and will be made using the breach notification form provided by the ICO.

Communicating high risk data breaches

Where a high risk to the rights and freedoms of data subjects is established, the Academy will inform data subjects of the personal data breach as soon as possible and without undue delay. Communication to data subjects should include:

· The nature of the breach

· The name and contact details of the Academy
· The likely consequence of the breach

· The measures taken or proposed to be taken by the controller to address the breach 

· any recommended steps to be taken by the data subjects themselves e.g. changing passwords

The Academy aims to notify data subjects of relevant personal data breaches directly unless it is impossible to do so, or it would involve a disproportionate effort, in which case the breach may be communicated by way of a public statement. All such communications must be authorised by an executive employee.

Accountability

All security incidents reported will be documented regardless of whether the breach was notifiable to the ICO. The DPO Centre will maintain a breach register containing all reported incidents. 
